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1. Introduction

Kat ("we", "the Service") is committed to protecting the privacy of its users. This Privacy Policy explains
what data we collect, how we use it, and how we protect it. By using Kat, you agree to the collection and
use of information as described in this policy. This policy complies with Argentina's Personal Data
Protection Law No. 25,326.

2. Data We Collect

We collect only the minimum data necessary to provide the Service. This includes:

2.1 Automatically Collected Data

e Discord User IDs — to associate you with your saved configurations and activity.

e Discord Server (Guild) IDs — to store server-specific settings and configurations.

e Discord Channel IDs — for channel-specific configurations such as welcome and moderation.
¢ Discord Role IDs — for role management features including auto-roles and custom roles.

e Discord Message IDs — for features such as reaction roles and message sniping.

¢ Message content metadata — processed in real-time for moderation and ranking; not stored
long-term.

¢ Message timestamps — for spam detection and moderation logging.

e Join and leave events — to maintain member tracking and audit logs.

2.2 Voluntarily Provided Data

¢ Welcome message templates and configuration.

e Custom role names, colors, and emoji preferences.

e Moderation rule configurations set by server administrators.

¢ Background images uploaded for welcome cards (stored securely on our servers).

2.3 Payment Data

When purchasing Premium, payment is processed exclusively through MercadoPago or PayPal. We do
not store credit card numbers, bank account details, or any sensitive financial information. We only
retain a record of your subscription status and expiration date.

3. How We Use Your Data

e To provide, operate, and improve the Service and its features.

¢ To enforce moderation rules configured by server administrators.
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e To generate statistics, ranking leaderboards, and activity reports within your server.
e To process Premium subscriptions and verify access to paid features.
e To detect and prevent abuse, spam, and violations of our Terms of Service.

e To maintain audit logs of moderation actions for server administrators.

4. Data Retention

We retain collected data for as long as necessary to provide the Service or as required by applicable
law. Specifically:

e Moderation logs are retained for 30 days and then automatically deleted.

e Audit logs and ranking data are retained for the duration of the bot's presence in your server.

* Uploaded background images are retained until manually removed by the server administrator.

* Upon removal of Kat from a server, server-specific data may be deleted after 90 days of inactivity.

5. Data Sharing

Kat does not sell, rent, or share your personal data with third parties for commercial purposes. Data may
be disclosed only in the following circumstances:

¢ Legal compliance: when required by law, court order, or governmental authority in Argentina or
internationally.
e Protection of rights: to protect the rights, property, or safety of Kat, its users, or the public.

e Service providers: trusted third-party services used to operate the Service (e.g., hosting providers),
who are bound by confidentiality obligations.

6. Data Security

We implement commercially reasonable technical and organizational measures to protect your data
against unauthorized access, loss, or misuse. This includes encrypted communications (HTTPS),
access-controlled infrastructure, and regular security reviews. However, no method of transmission over
the internet is 100% secure.

7. Cookies

Our web dashboard uses cookies solely for authentication purposes (session management after
Discord OAuth2 login). We do not use cookies for advertising or third-party tracking. By using the
dashboard, you consent to the use of these strictly necessary cookies.

8. Your Rights

Under Argentina's Law 25,326 and applicable international privacy standards, you have the right to:

e Access the personal data we hold about you.
e Request correction of inaccurate or incomplete data.

¢ Request deletion of your data (subject to legal retention requirements).
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¢ Object to the processing of your data for certain purposes.
¢ Withdraw consent at any time, where processing is based on consent.

To exercise these rights, contact us through our support server or at support@kat.gg. We will respond
within a reasonable timeframe.

9. Children's Privacy

Kat is not directed to children under the age of 13. We do not knowingly collect personal data from
children under 13. If we become aware that a child under 13 has provided personal data, we will take
steps to delete such information promptly.

10. Changes to This Policy

We may update this Privacy Policy from time to time. When we do, we will revise the "Last updated"
date at the top. We encourage you to review this policy periodically. Your continued use of the Service
after changes constitutes acceptance of the updated policy.

11. Contact

For questions, requests, or concerns about this Privacy Policy, contact us via our Discord support
server or at support@kat.gg.
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